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Abstract

Differential privacy is a foundational concept for safeguarding sensitive individual
information when releasing data or statistical analysis results. In this study, we con-
centrate on the protection of privacy in the context of goodness-of-fit (GOF) and

independence tests, utilizing perturbed contingency tables that adhere to Gaussian

e . differential privacy within the high-privacy regime, where the degrees of privacy pro-
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tection increase as the sample size increases. We introduce private test procedures
for GOF, independence of two variables and the equality of proportions in paired
samples, similar to McNemar's test. For each of these hypothesis testing situations,
we propose private test statistics based on the 2 statistics and establish their asymp-
totic null distributions. We numerically confirm that Type | error rates of the pro-
posed private test procedures are well controlled and have adequate power for
larger sample sizes and effect sizes. The proposal is demonstrated in private infer-

ences based on the American Time Use Survey data.
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1 | INTRODUCTION

Official administrative data are frequently distributed in the form of contingency tables, as they are a practical and effective means of summariz-
ing, analysing and communicating categorical data and providing relationships among categorical variables. These relationships are often identified
and confirmed through hypothesis tests. However, there have been concerns regarding whether the tables used for these tests have the risk of
violating privacy, as they may contain sensitive private information. When releasing data or results from statistical analyses, data users and pub-
lishers often believed that anonymization, which removes personal information, would be sufficient to protect privacy. However, several
studies(Lin et al., 2004; Samarati & Sweeney, 1998; Sweeney, 2002) have shown that this is not the case due to auxiliary information. To address
this issue, differential privacy (DP) has gained attention across various fields dealing with private sensitive individual data, as it quantifies the risk
of privacy violations formally and mathematically (Dwork, 2006).

In the DP framework, each individual's sensitive information is often protected by adding a random perturbation to the data (Bun &
Steinke, 2016; Dwork & Roth, 2014; Dong et al., 2022; Mironov, 2017). Particularly for contingency tables, the cell counts are perturbed by
adding random noises, while the distribution and variance of the noise are determined by the prespecified level of privacy protection (Dolera &
Favaro, 2021; Gaboardi & Rogers, 2018; Gaboardi et al., 2016; Johnson & Shmatikov, 2013; Kim et al., 2023; Rogers & Kifer, 2017; Rinott et al.,
2018; Smith, 2011; Sheffet, 2018; Son et al., 2022; Uhler et al., 2013; Vu & Slavkovic, 2009; Wang et al., 2015). To be specific, write x = (x;) for
the original r x ¢ contingency table. By adding independent standard normal random noises z; to each cell count, the perturbed table is u= (uj),
uj =X;j+z;. This table u and any further analysis based on u are said to satisfy v/2-GDP’, where the term ‘GDP’ stands for a particular measure
of DP and v/2 is the level of privacy protection; see Section 1.1, in which we provide necessary background on DP.

In this paper, we investigate large-sample test procedures for randomly perturbed contingency tables, specifically when substantial perturba-

tions are applied to achieve higher levels of privacy protection. We introduce novel differentially private procedures for conducting goodness-of-fit
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(GOF) and independence (homogeneity) tests on general r x ¢ contingency tables, along with a private test for equality of proportions in 2 x 2
tables. Conventional test procedures for unperturbed tables, such as the well-known y? tests and McNemar's test (McNemar, 1947), serve as the
basis for our proposal. Unlike some of the previous attempts at differentially private contingency table analyses (Johnson & Shmatikov, 2013;
Smith, 2011; Vu & Slavkovic, 2009; Uhler et al., 2013) that assume asymptotically negligible perturbation, which limits their applicability in finite-
sample-size scenarios, we take a different approach. We explicitly model the amount of perturbation to increase proportionally with the sample
size n, ensuring that the noise neither overwhelms the original data nor becomes negligible. Our research reveals that the optimal balance is
achieved when the noises z; follow a normal distribution with a standard deviation proportional to v/h, striking the perfect trade-off between pri-
vacy protection and accurate analysis.

In each hypothesis test scenario, namely, GOF, independence and equality of proportions, we establish differentially private test statistics
represented as y? statistics. These test statistics solely rely on the perturbed cell counts in u. Additionally, we derive their asymptotic sampling dis-
tributions under the corresponding null hypothesis. Since we assumed a high-privacy regime (in which the privacy protection becomes stronger as
n increases), the private test statistics asymptotically follow a weighted sum of 42 distributions each with one degree of freedom. Although this
null distribution may involve unknown true parameters, we conduct empirical analysis demonstrating that substituting the parameters with natural
sample counterparts yields satisfactory results, even with moderate sample sizes. This approach ensures the validity and practicality of our pro-
posed differentially private test procedures.

It is important to note that our study adopts a specific modelling approach for perturbing each cell count, using the normal distribution com-
monly known as the Gaussian mechanism in the DP literature. While the amount of noise can be calibrated to satisfy specific levels of privacy,
adhering to normal distribution enables us to derive the asymptotic null distribution, even when the perturbation is non-negligible. This is in con-
trast to previous approaches of DP contingency table analysis (Dolera & Favaro, 2021; Gaboardi & Rogers, 2018; Gaboardi et al., 2016; Kim et al.,
2023; Johnson & Shmatikov, 2013; Rogers & Kifer, 2017; Sheffet, 2018; Rinott et al., 2018; Smith, 2011; Son et al., 2022; Uhler et al., 2013;
Vu & Slavkovic, 2009; Wang et al., 2015), which use Laplace or truncated exponential mechanisms, as well as Gaussian mechanisms. Those
approaches are thus limited to negligible noises (Johnson & Shmatikov, 2013; Smith, 2011; Uhler et al., 2013; Vu & Slavkovic, 2009) or rely on
resampling-based test procedures (Gaboardi & Rogers, 2018; Kim et al., 2023; Rogers & Kifer, 2017; Son et al., 2022; Wang et al., 2015). Our use
of the Gaussian mechanism allows for a more flexible and accurate analysis, especially in scenarios where the perturbation is significant.

The remaining sections of the paper are structured as follows. Section 1.1 provides the necessary background on DP. In Section 2, we pro-
pose test procedures of differentially private GOF and independence tests for r x ¢ contingency tables and differentially private test of equality of
proportions in paired samples. In Section 3, through simulation studies, we confirm that the type | error rates of the proposed tests are controlled
at the specified significance level, and the power increases under various alternative situations. We also demonstrate their practical application
and effectiveness in real-world situations using American Time Use Survey (ATUS) data in Section 3.3. Section 4 presents a brief discussion sum-
marizing the key findings of our research, potential implications and suggestions for further exploration. Technical details and proofs are contained
in Appendix A.

1.1 | DP and related notions

DP is defined to protect individual privacy by disguising the possible change of an algorithm's output caused by changing one input value. Let X
be a data collection. When two datasets x,y € X differ in one observation, we say that x and y are neighbouring datasets and denote as x ~y.

A randomized algorithm M:X—R? is (e8)-DP if for all SCRange(M) and for all neighbouring datasets x,ycAX,
PriM(x) € S] < e€Pr[M(y) € S] + & holds (Dwork et al., 2006). If 5=0, M is e-differentially private (Dwork, 2006).

This definition of DP provides us with means to measure the privacy guarantees of algorithms, but the interpretation of € is not easy. By
viewing the DP framework as hypothesis testing, the interpretation of DP becomes easier. The hypotheses related to this view of DP are whether
a random variable M, an output of randomized algorithm M, follows a distribution P or Q, where M= M(x) ~P and M= M(y) ~ Q. That is, the
null hypothesis is Ho : M ~ P (or the dataset at hand is x), and the alternative hypothesis is H1 : M ~ Q (or the dataset at hand is y). The Gaussian dif-
ferential privacy (GDP) (Dong et al., 2022) is based on this point of view, and the difficulty (or the type | and Il errors) of the most powerful test
for the hypotheses are measured in terms of two Gaussian distributions. To measure the privacy guarantees of algorithms with respect to the
GDP, a trade-off function is used. For a test procedure ¢ : M — [0,1] for the hypotheses, let ay = Em.p[¢#(M)] and 5, = 1 — Emq[¢(M)], which stand
for the type | and Il error rates of ¢, respectively. The trade-off function T(P,Q) : [0,1] — [0,1] between two distribution P and Q in the hypotheses
is defined as T(P,Q)(a) = inf{f, : ay < a}. When the P and Q are N(0,1) and N(u, 1) for some y > 0, the trade-off function is G, := T(N(0,1),N(x, 1))
and G, (a) = ®(®~ (1 - a) — u) where & is the standard normal cumulative distribution function. In the context of neighbouring datasets x and y, if
a privacy mechanism M has a trade-off function that exceeds the trade-off function G,, then M is referred to as 4-GDP. It is important to note
that a smaller value of x>0 corresponds to a higher level of privacy since P~ N(0,1) and Q ~ N(y,1) are more difficult to discern when y is small.

We primarily focus on an additive mechanism that adds random noise to the given statistic. The mechanism can be expressed as
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M(x)=f(x)+z, 1)

where f: X —RY represents a function summarizing the data or estimator of a particular parameter. A simple Gaussian mechanism uses
z~N(0,6%ly), where |, is the d-dimensional identity matrix. For any privacy level >0 and an algorithm f, the u-GDP satisfying mechanism can be
tightly obtained by calibrating the variance 42. For this purpose, one needs to measure the £, sensitivity Af = MaXyy e x|[f(X) —f(y)|l,, which is

the maximum ¢, difference of the algorithm output f(x) over exchanging one observation in x € X.

Theorem 1 Gaussian mechanism, Dong et al. (2022). The mechanism M in (1) satisfies u-GDP if z~N(O,a§MId) where oy, =
Af/p and 4A¢ is £ sensitivity of f.

Let f be a function that outputs a d-category contingency table. The #; sensitivity A =A¢ of f is V2 (Kim et al., 2023). This is because contin-
gency tables from two neighbouring sets, differing only by one observation, can have at most one count difference in exactly two categories in
the contingency table. For any x > 0, setting 62 = 42 /u® = 2/4? in the Gaussian mechanism (1) leads that the resulting perturbed contingency table
satisfies u-GDP. Conversely, for any variance o2 > 0, the resulting Gaussian mechanism is uo-GDP for ug = 60/A. This seamless translation between
the variance and the privacy parameter y is difficult when (e,6)-DP is used. In particular, for a given variance 0(2) >0, the mechanism is (,5)-DP for
infinitely many pairs of (,5), as long as they satisfy oo = 4/2log(1.25/5) /€. (Typically, & is prespecified to be smaller than 1/n.) In this work, we
choose to work with the GDP framework for its simplicity. We remark that it is the Gaussian perturbation that makes the use of GDP more pref-
erable. However, as it will be clearer in the next section, the calculation of the null distributions for the private tests we propose is also made pos-

sible by assuming the Gaussian perturbation.

2 | DIFFERENTIALLY PRIVATE TESTS FOR CONTINGENCY TABLES

In this section, we define test statistics based on perturbed data and derive their asymptotic null distributions for each hypothesis test scenario.
The original unperturbed r x ¢ contingency table is denoted by x, consisting of cell counts corresponding to each category. Let n denote the total
cell count or the sample size. An application of ordinary Gaussian mechanism leads to an additively perturbed contingency table u=x+z, where
each element of z independently follows N(0,s2). The amount of perturbation, or the standard deviation 6, = 6(,A) = A /u, depends on the speci-
fied level i of the GDP framework and A = v/2, the #, sensitivity of the contingency table.

In this work, we assume that the privacy parameter ; depends on the sample size n. Specifically, we set u = pu, = uy/+/n for a constant pg > 0.
This modelling choice allows us to achieve higher privacy protection for datasets with larger sample sizes, as a smaller value of u corresponds to
stronger privacy protection. As a consequence, the variance 5,21 of the Gaussian mechanism is also influenced by the sample size and can be

expressed as follows:

, 4A? 2
6 =—=—n.
"W

For simplicity, we denote 62 :=2/43.
Additionally, we assume that both the sample size n and ¢ (or equivalently uq, or ) are publicly known information. This approach aligns with
the methodology employed by the U.S. Census Bureau in their disclosure of the 2020 Census Redistricting File, wherein certain parameters are

regarded as publicly accessible information (U.S. Census Bureau, 2021).

2.1 | Differentially private GOF test

To formally define our private GOF test procedure, we model the unperturbed contingency table x to follow a multinomial distribution.
Treating x = (x1,..,Xq) as a random vector with d entries! (for d = 2), we model x ~ Mg(n,p), where My stands for the d-dimensional multinomial
distribution, and p=(py,...py) €Sq¢ is the unknown parameters representing the population proportions. Here, S,:=
{pe Re:pT1,=3"% ,p=1,p>0,vi= 1,...,d}4

We assume that one observes a perturbed contingency table u=x-z, where z ~ N4(0,5214), but not the original table x. Based on the single
(perturbed) observation u, and further assuming that ¢ and n is known, a test of GOF aims to compare the null hypothesis Ho : p = pg against gen-
eral alternative Hq : p #~ pg, for prespecified null probabilities pg = (p‘i’,...,pg) € Sy. A natural test statistic for the private GOF test is obtained by
treating the perturbed table u as if it were an unperturbed table x and is defined as the ‘y2-statistic’
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1(u;po) : Z np’) : (2)

i=1 npl

We note that this form of private statistics has also been used in Wang et al. (2015) and Gaboardi et al. (2016). If there were no perturbation,
in which case u=x~ My(n,py), it is well-known that the distribution of T1(u;py) converges to the ;(5 1 distribution, as n — co. We show in Theo-
rem 2 that the asymptotic distribution of the statistic (2) is no Ionger;gﬁ , but is a weighted sum of ;{1 distributions. For a d-vector p=(py,....b4),
define \/p:= (y/P1,.../Pa), and write D, for the diagonal matrix whose ith diagonal element is p;. For a d x d symmetric matrix Z, 2;(¥) stands for

the ith largest eigenvalue of X.

Theorem 2. Let pe Sy and ¢>0 be given. For each n=1,2,..., define the random vector u:=x-+z, where x~Mgy(n,p) and
2~ Ny(0,62l4), 62 = 6°n, are independent. Then, as n — co, T1(u,p) converges in distribution to 2;11,1,-(21)2,?, where Z?s are inde-
pendent and each follows 42 distribution, and =3 =15— \/p\/P ' +62D;1.

Thanks to Theorem 2, the asymptotic null distribution of the test statistic (2) is specified exactly, as the matrix X, =1y — \/55\/%T +02D;01 is
given by the null proportions py. For an observed test statistic T4, the (asymptotic) p value of the GOF test is p(T1) = P(Zf':l/li (Z,)Z,~2 > Tl). At sig-
nificance level a € (0,1), the null hypothesis is rejected if p(T1) < a. The computation of the p value p(T1) requires an evaluation of the cdf of the
scale mixture of chi-squared random variables 2;‘:1/1,-(2)2,?. Such a task is well studied in the literature; see (Davies, 1973, 1980; Liu et al., 2009).
We used the R package mgcv (Wood, 2023) in our numerical studies.

We remark that the convergence of the distribution of T1(u;p) to Zf’lel(ZﬂZ? heavily relies on the convergence of the scaled and shifted
multinomial random vector /n(p —p) :=+/n(X—p) to the normal distribution N4(0,%o) where o =D, — pp " . This convergence is also crucial for
the usual, non-private y2-statistic to converge to the y? distribution. The y? approximation of the distribution of the non-private test statistic is
known to be appropriate when each np; (the expected cell count) is at least five. Since the random perturbation z is independent of x, it contrib-
utes to the statistic T1(u,p) as a weighted sum of 2 distributions, even for finite-sample sizes. This characteristic allows for the inclusion of ran-
dom perturbations while preserving the convergence properties, resulting in the fact that the asymptotic null distribution is quite accurate even
for small sample sizes. We note that private GOF test procedures proposed in Gaboardi et al. (2016) and Rogers and Kifer (2017) are equivalent
to our proposal (despite the seemingly different formulations). We emphasize that a rigorous theoretical justification of the null distribution is first
established in Theorem 2.

In many practical applications of the proposed GOF test procedure, the level u of privacy protection or the variance 0,2, may be fixed and not
varied as the sample size n changes from a dataset to another. However, one can still apply the test procedure by specifying o2 to be aﬁ/n. This
pragmatic approach allows for more accurate control of type | error, thereby avoiding the false assumption of negligible perturbation

(e.g., aﬁ =0(1)) and leading to more accurate and reliable results in practice.

2.2 | Differentially private independence tests

We now consider the situation where two categorical random variables Y; and Y, are observed simultaneously, where Y has r categories and Y,
has c categories. The pairs of (Y1,Y2) observed over n subjects can be summarized in the typical r x c contingency table, arranged in a r x ¢ matrix
X, whose (i,j)th element x; is the count of subjects belonging to the ith category for Y; and the jth category for Y,. Deploying the typical vec()

operation (stacking the columns), we write

x =vec(X) ~ M. (n,x),

for some z € Syc. The elements of x=(x;) are indexed by i=1,...,randj=1,...,c.

Now, suppose the r x ¢ contingency table is released privately. In particular, let Z represent the r x ¢ noise matrix to be added, which is inde-
pendent of the matrix X and its (i,j)th element Z; independently follows N(O,ag). The privatized table U:=X+ Z is released. The null and alterna-
tive hypotheses of the differentially private independence test are

Ho:z=2? @2V vsHy 12 # 22 @2,

where 7 is the cell probabilities of the given contingency table, for some z(?) € S. and z(Y) € S,, and ® represents the Kronecker product. z(1) and

72 are row and column marginal probabilities, respectively.
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We begin with various ways of defining the estimator of cell frequencies under the null hypothesis. Naive estimators of nfl) fori=1,..,r and

”1(2) forj=1,...,care

(1))

A drawback of this naive approach is that #(!) = (7 . does not lie in S;. In particular, the requirement that the sum of the proportion to one,

i=1,...
that is, 1,T #Y =1 and 1CT @ =1, is violated. Alternatively, we consider the following estimators. The first estimator is based on the perturbed

total counts,n =1, u, and is

N U1 . U™
#DU :,Tf and #2Y =5 L (3)

The estimators in (3) have been also used in Rogers and Kifer (2017), in which the (limiting) null distribution of the test statistic based on these

estimators is misspecified as a y? distribution; see Theorem 3. Alternatively, one can define

1 170 -1
r

. - _ - zZ. . - -
# 1€ .= argmin, CRIAT a1 17D — aH% =zl 1, =7z 751, and 29 =7? — (nc) 'z 1.. 4)

These estimators are given by orthogonally projecting the raw probabilities 71 onto the affine hyperplane defined by 1,T #M = 1. Note that
Gaboardi et al. (2016) also considered a projection-based estimator, but has utilized the L,-distance minimizing projection onto S,. Our approach
is simpler and thus allows for an application of the central limit theorem and the delta method.

Based on each of the estimators, we define two versions of chi-squared statistics: For 2¥ = 2@V @ 2DV and 2% = #?° ® #1)C, the test statis-

tics are
2
(uj — nﬁy)
22(U):= ZJnTJ and (5)
ij ij
2
(uj —nz?)
Z(zs(U) = ZUHTU (6)

ij ij

Theorem 3. Let VY, #2V, (G and #2)C pe defined in (4) and (3), and & >0 be given. For each n=1,2,..., define the random vec-
tor u=x+z where x~M,(h,z) and z~ N(O,oﬁlrc), nﬁ =no?, are independent. Then, under the null hypothesis that Y, and Y, are
independent when Y3 ~ M, (n,z(V), Y, ~ M (n,z?) (i.e, 7 =2? @ zV) for some #? € S¢ and zV) € S;),

22 (U) = iai(zu)zf and 7)
i=1
<
16(U) = ;/1;(20)2?‘ (8)
as n — oo, Where
Sy=le—vayz —AATA) AT +D, Y25V D12 and (9)
So=le—vaya —AATA) AT 4D;¥258 D12, (10)
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Here, A= D;%V, and V is the rc x (r+c—2) matrix consisting of partial derivatives of z# with respect to lz'(l), i=1,..,r—1and

i
v [x2g (" 1 ) g a
a - 1r11 ’ 71511 .

The rc x rc matrices =¥, and S in (9) and (10) depend on z(V), #2) and ¢ and the exact expression are given in Appendix A.0.3.

22

; ,j=1,..,c—1,andis

Since #(Y and #2 are unknown, we can obtain the estimates 5y and 5¢ by replacing (Y and #(2) in =y and =g with #VY and 2@V and #(1¢
and 72, respectively. For observed test statistics y2(U) and y(U), the p values of the independence tests are p(y2) = P(Zfill;(ZU)Z,«z >;(%(U))
and p(y2) = P( € (Z6)Z2 >xé(U)), respectively. We reject the null hypothesis at level @ when p(y2) < @ and p(y2) < a, respectively.

Since the magnitude of the added noise can sometimes exceed the observed counts of a cell or the sample size n, the perturbed counts or
the perturbed total sample size can be negative values. This is more likely to occur under the high-privacy regime with small sample sizes. Since
the estimates of marginal probabilities are calculated based on these perturbed counts, negative marginal probabilities can be obtained, but these
values cannot be used for the test. To resolve this issue, the negative estimates are replaced with small probabilities. This is reasonable since the

negative estimates arise when the marginal values are not sufficiently large to outweigh the added noise.

2.3 | Test of equality of proportions in paired samples

In this subsection, we consider testing for equality of proportions in paired samples, based on a private contingency table. Let a 2 x 2 table repre-
sent the binary responses of two questions where x; and z;; stand for the counts and probabilities of the (i,j)th cell, respectively. The totals of the
ith row and the jth column in the given table are denoted by x; and x;, correspondingly. Similarly, the marginal probabilities are presented by z;
andzjfori=12andj=1,2.

When 71, and z 1 are similar, the same holds for 715, and 751 due to the relationships 71, = 711 + 712 and 7.1 = 711 + 721. If one wants to test
the homogeneity of approval for the two questions, the null hypothesis is Hg : z; = 7 j, which is equivalent to Hg : 712 = 721.

Now, suppose that the perturbed table is transformed to the vector, and the vector is expressed as u=x+z where

X = (X12,X21,X11 +X22) ~ Mult(n, ), 2= (212,221,211 +222), and z; ~ N(0,62). Then,

u_np 2 100
= ,20+—C |, whereC= .
T N{O r;’C here C 010
002
The test statistic for the test of equality of proportions is defined as
() =222 (11)

VAT 262

where ™ =uyy + Uyq is an estimate of n* for the unknown 71 under the null hypothesis.
Theorem 4. Let 6>0 be given and o,=0yn. For each n=12,.. define the random vector u=x+z where
X = (X12,X21,X11 +X22) ~ Mult(n,7), and zj ~ N(O,aﬁ) given that & = (712,721, 70) and z = (212,221,211 + Z22). Under the null hypothesis

that 712 = 721, the limiting distribution of the private test statistic t,(u) in (11) is N(0,1).

For an observed test statistic t,,, the p value of the test of equality of proportions in paired samples is p(t,) =1 — ®(t,(u)). The null hypothesis

is rejected at level a when p(t,) < a.

3 | SIMULATIONS

In this section, we investigate the type | error rate and the power of the private tests discussed in Section 2. The performances of our proposal
are compared with close competitors including Gaboardi et al. (2016) and Rogers and Kifer (2017). We employ the continuous Gaussian distribu-

tion to generate the noise although one may consider using the discrete noises from the discrete Laplace distribution (Ghosh et al., 2009) or the
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discrete Gaussian distribution (Canonne et al., 2022) as used in Nikolov et al. (2016) and Haney et al. (2021). However, the discrete Laplace noise
cannot be used for u-GDP (Kim et al., 2023), and the results of the discrete Gaussian noise are presented in the Supporting Information. In short,
the simulation results do not show a significant difference between test performances under the (continuous) Gaussian and discrete Gaussian
perturbations.

The type | error rate and power of the tests depend on various factors, including the sample size n, privacy parameter p (or the amount ¢ of
the perturbation) and the effect size, which measures a difference between the null distribution and the alternative distribution. To measure the
effect size, Cohen's w (Cohen, 1988) is used, which is defined as

where p; and p? represent the probability of the ith cell in the alternative and null distribution, respectively. Figure 1 provides examples of multi-
nomial distributions for d =20 cells and their effect sizes @ =0,0.3,0.6, compared to the global null distribution, putting equal probabilities to
each cell.

Throughout, we will investigate the performances of the proposed private test procedures under two asymptotic scenarios:

e High-privacy regime, in which for a given ¢, the variance oﬁ:o2n increases as the sample size increases, thus resulting in higher privacy
(u=1/+/n) as n increases.
o Fixed level of privacy. For a fixed level u, the variance of the mechanism is calibrated to satisfy u-GDP, for each sample size n.

3.1 | Typelerror

Figure 2 displays the type | error rates of the private GOF test, independence test and test of equality of proportions, proposed in Section 2,
under various scenarios. Overall, our proposal controls the occurrence of type | errors under the given significance level.

The outcomes are from the fixed & scenario (upper plots in Figure 2) and the fixed p scenario (lower plots in Figure 2). Based on the results of
the fixed o case, stronger privacy (indicated by smaller x4 values) is guaranteed as the sample size increases. For instance, when the sample size is
100, p is 0.14, while x becomes less than 0.1 when the sample size exceeds 500. The lower plots in Figure 2 show that smaller ¢ is needed to
achieve the same privacy guarantee u with a larger sample size.

In Figure 2 and throughout, T1 denotes the results of private GOF test based on (2) while Privg is the results of the test proposed by
Gaboardi et al. (2016), and Unpr3j and Prj are the results of the test suggested by Rogers and Kifer (2017). y2 and 42 represent the results of pri-
vate independence tests (7) and (8), respectively. t, is the result of the private test of equality of proportions in paired samples using test statistic
in (11).

For the private GOF test, the test statistics of T1 and Privg are the same as expressed in the quadratic form of vectors of perturbed counts
asymptotically following multivariate normal distribution. The limiting distributions of both test statistics rely on eigenvalues of the covariance

0.081 |Effect size
B ov-o0
B w=o03
: B ou=o0s
0.00 M“M“ihuuuu
0 5 10 15 20

Category
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o
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o
R

o
o
N

FIGURE 1 Example of the population distributions when the number of categories is 20. Blue, red and green bars indicate the multinomial
distributions with effect size w 0, 0.3 and 0.6, respectively.
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FIGURE 2 Type | error of the private tests according to the sample size increases are depicted. From the first column to the last, the results
of GOF, independence and test of equality of proportions in paired samples are shown. In the first row, 6 =1, and in the second row, =0.141
(on = 10). For the GOF test, there are 20 categories, and for the independence test, r x ¢ = 3 x 15. The shaded band represents two standard
errors of the empirical type | error.

matrices of the perturbed counts. That is, the test statistics and the limiting null distribution of Privg and T, are equivalent, as noted in
Section 2.1. As a result, the test results are the same in our simulation setting. Unprj defines test statistic as n=1(u—np) " M(u—np) where M is
the inverse of the covariance matrix of the asymptotic distribution of n=%/2(u —np) which is the multivariate normal distribution with mean zero
and covariance matrix D 5Z1D 5. Prj projects (u—np) by P=14— d 1117 and uses the test statistic n~Y(u—np) T PMP(u—np). T1 converges to
the quadratic of multivariate normal random vector and the test statistic of Unprj is a scaled version of T1. Thus, the limiting distribution of the
statistic Unprj is ;(ﬁ, and it is the same as T;. For a very small ¢ value, that is, very weak privacy protection is assumed, Prj is suggested. Each
test statistic follows ;(ﬁ and 12—1 since it is known that y T Vy follows ;(,f when y~N(0,X), VX is idempotent, and rank(V) =k by Driscoll (1999).
As a result, in the private GOF test, the type | error rates of these tests are the same.

Plots in the second column of Figure 2 show the type | error of two differentially private independence tests based on two test statistics
22(U) and #2(U) in Theorem 3. Other results Privg, Unprj and Prj are obtained from Gaboardi et al. (2016) and Rogers and Kifer (2017),
respectively. The test statistics for these methods are the same with the private GOF test, except that p is replaced by estimates. When the sam-
ple size is small the results are not provided as they do not draw conclusions when the noisy cell count or the expected count of any cell is too
small. We treat no decision as not rejecting the null hypothesis which results in small type | error rates. In Figure 2, there are zero type | error rates
when the sample size is smaller than 2000. Moreover, under the fixed ¢ setting, the type | error of Privg increases as the sample size increases.
The Prj and Unprj have zero type | errors like Privg does, but the rates get stable with more samples. However, for fixed u scenario, the type |
error rates of Privg, Prj and Unprj are not controlled even when the sample size is 10,000. The differences can be caused by the estimation of
marginal probabilities and the estimation of the covariance matrix. For Privg independence test, the test statistic looks similar with ;(é, but the
guessed covariance of the limiting distribution is not the same as in Theorem 3. As a result, the type | error of the Privg test is not controlled.
Moreover, the estimator obtained from the optimization is not easy to show the characteristics under the asymptotic situation. For the private
independence tests of Unprij, the test statistic is the same as that of the GOF test, except for replacing the probabilities with their estimates.
However, in this case, estimated M is not the inverse of the covariance matrix of the limiting distribution of n*l/z(u —np), leading to a failure to
converge to the 42 distribution. The same issue occurs with the test statistic of Pr7j. Incorrect estimation of the covariance matrix prevents con-
vergence to the 42 distributions with the corresponding degrees of freedom.

In the simulation results, we observe that the type | error rates of our methods are controlled for every ¢ we have tested, for all four test pro-
cedures proposed unless the n is very small. In particular, the privacy independence tests, using;(é and y2, require n = 1000 as they require estima-
tion of unknown true proportions in the limiting null distribution; the other two tests (T4 and t,) control type | error rates for all sample sizes and

all values of privacy parameters.
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3.2 | Power

To assess the power of the private tests, we simulate different effect sizes. For the GOF and independence tests, we consider moderate (w = 0.3)
and large (w = 0.6) effect sizes while the test of equality of proportions in paired samples uses small (o = 0.1) and moderate effect sizes are used.

The results of the private GOF test are presented in Figure 3, the independent test results are shown in Figure 4 and the test of equality of
proportions in paired samples results are displayed in Figure 5. We observe that the power of these tests increases with larger sample sizes and
effect sizes. However, when compared to non-private tests, it becomes evident that the private tests require a larger sample size to approach the
power of the non-private counterparts.

The private GOF test results based on T4, Privg, Unprj and Prj are presented in Figure 3. These results are indistinguishable, as the type |
error results shown in Figure 2. Even in cases with a moderate effect size, differentially private GOF tests exhibit comparable power to the non-
private test when the sample size is around 2000. The last plot in Figure 3 represents the fixed x case, and it shows a similarity to the fixed
o case.

For the power of the private independence tests (in Figure 4), the higher number of cells, compared to the private GOF tests, and the influ-
ence of noise on estimated marginal probabilities cause the power to converge more slowly to the non-private tests as the sample size increases.
Other test results are omitted from the figure as they do not control the type | error rate under the given & (or ) and sample sizes. Furthermore,
there is no significant difference between 42 and 42 in the simulations.

For the private test of equality of proportions for paired samples (in Figure 5), the power converges to that of the non-private tests with a
much smaller sample size compared to the private GOF test under the same conditions (in the second and third plots). Therefore, the power of
the test, assuming a smaller effect size @ =0.1 is provided in the first plot. Note that the scale of the x-axis in the first plot is different from that
in the second or last plots in the figure. The non-private test also requires a larger sample size when the effect size is small, as opposed to the
moderate effect size w =0.3 in the second and last plots in Figure 5. The private test converges to the non-private test power when the sample

size is about 8000 while others achieve this at a sample size of approximately 500.
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FIGURE 3 Power of the GOF test results when there are 20 categories. It illustrates the impact of increasing the sample size with 6 =0.5
(in the first and second plots) and x =0.141 (in the last plot) with a large effect size of w = 0.6 (in the second plot) and moderate effect size of v =
0.3 (in the first and last plots)
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FIGURE 4 Power of the independence test under the null hypothesis of uniform distribution is displayed for a dimension of r=3 and c=15
as sample size increases. The plots show the power of the test with ¢ =0.5 (in the first and second plots) and ;= 0.141 (in the last plot),
considering both a large effect size of w =0.6 (in the second plot) and a moderate effect size of @ =0.3 (in the first and last plots)
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FIGURE 5 Power of the differentially private test of equality of proportions in paired samples is depicted as the sample size increases. Each
plot illustrates the power of the test when ¢ =0.5 (in the first and second plots) and = 0.141 (in the last plot) with a small effect size of  =0.1
(in the first plot) and a moderate effect size of w = 0.3 (in the second and last plots)
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FIGURE 6 Distributions of household income in the American Time Use Survey 2021 based on the highest educational attainment. The left
plot displays the ratios of each category across corresponding education levels while the right plot shows the frequencies of each category within
corresponding education levels.

The simulation results indicate that the private tests require larger sample sizes to achieve the desired type | error rate and match the power
of non-private tests. This need for a larger sample size is particularly evident with increased dimensions, as the total noise level rises.

Additionally, Figures 2 and 4 reveal that when the sample size is small, the private test results may lack reliability, with a low proportion of
rejections regardless of whether the null hypothesis is true or not. However, as the sample size increases, the test results are similar to those
of non-private tests. Determining an exact sample size for reasonable power solely based on privacy guarantees is challenging, as it depends on
both known factors (the dimensions of data and privacy level) and unknown factors (effect size and population distribution).

3.3 | Real data analysis

In this section, we apply the private independence test to a real dataset from the ATUS. The dataset comprises two variables: PEEDUCA (highest
level of school) and HEFAMINC (household income) from the ATUS Current Population Survey (ATUS-CPS) for the year 2021. The HEFAMINC var-
iable contains 16 categories, with Category 1 representing households with less than $5000 of income and Category 16 representing households
with over $150,000 of income. The PEEDUCA variable also has 16 categories, covering educational attainment from less than first grade to a doc-
toral degree. However, for the purpose of the independence test, it has been grouped into three broader categories based on diploma achieve-
ment: ‘less than high school’, ‘high school’ and ‘more than high school’.

As depicted in Figure 6, the differences become more significant at higher income levels (category greater than 14) when the education level
is higher. The population ratios for less than high school, high school and more than high school are 15%, 26% and 59%, respectively. The ratios
serve as the basis for generating samples for each sample size in the independence test. The sample data are randomly extracted from the dataset,
and the power of the test is computed based on the generated samples. Additionally, we consider test results without noise to compare the pri-

vate and non-private tests. The null hypothesis is that the HEFAMINC is independent of PEEDUCA.
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FIGURE 7 Power of the private independence tests for the household income (HEFAMINC) and educational attainment (PEEDUCA) variables
in ATUS-CPS data when ¢ = 0.4 and x = 0.141, with varying sample sizes.

Figure 7 shows the results of applying differentially private independence tests to the ATUS dataset. The non-private test result concludes
that the house income is not independent of the area. When ¢=0.4, the private test requires more than 26,000 samples to yield a similar
result to the non-private test. However, for y =0.141 (right plot in Figure 7), which uses smaller ¢ than 0.4 for any sample size greater than 2000,
the private test results are the same as the non-private test when the sample size is greater than 5000.

4 | DISCUSSION

In this study, we investigated the asymptotic null distribution of the private test statistics based on 4?2 statistic under the high-privacy regime.
Under the assumption that the curator provides perturbed tables, our goal is to find the null distribution of the differentially private GOF and
independence tests based on y? statistics. We demonstrated that the private test statistics can be expressed in quadratic forms of the random
vectors that follow a multivariate normal distribution as n — oo, and the limiting null distribution for the private test statistics is the weighted sum
of the »? distributions. The weights are determined by the eigenvalues of the covariance matrix of the random vectors and prespecified 2.

We believe that the impact of the noise is not significantly reduced as the sample size increases. It would be better to acknowledge the
impact of the noise by adjusting the noise variance o, depending on the sample size n. Then, the privacy parameter x for GDP, derived as 4/c,,
becomes inherently linked to the sample size n. Both simulation experiments and application to real data reveal that type | errors and test powers
become stable and approach the performance of non-private tests as the sample size grows. These results indicate that by embracing the pres-
ence of noise and setting noise variance accordingly, we can attain a stronger privacy guarantee with larger sample sizes, facilitating the successful
execution of private tests. Since the asymptotic test requires a large-sample size, the test results may not work well on smaller sample sizes. How-
ever, as demonstrated in simulation experiments, the test performs appropriately for moderately large-sample sizes n > 200. This fast convergence
is in part due to the use of Gaussian noise, resulting in the »2 mixture for the null distribution.

For this study, we assume that n, ¢ and a perturbed table are provided by the curators (or data distributors). However, it's worth noting that
they may prefer perturbed tables to exhibit a total of n instead of the sum of noises and n. Under this consideration, conducting private GOF and

independence tests remains an intriguing challenge and direction for future exploration.
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ENDNOTE

L If xis a r x c table, a suitable vectorization can be applied, in which case d = rc.
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APPENDIX A: PROOFS AND TECHNICAL DETAILS

A.0.1 | Proof of Theorem 2

Proof of Theorem 2. The result of T1(u;p) can be derived as

where p;=%and y=+/n{p—p-+2}. Then,y=Ny4(0,D, —pp " +0ly).

T1(u,p) converges in distribution to ZLA;(&)Z?, where Z2s are independent and each follows 22 distribution. The proof is
completed by using a classical result on the convergence of distribution and the quadratic forms; see Theorems 14.3-6 and 14.3-7
in Bishop et al. (2007). O

A.0.2 | Proof of Theorem 1

For the proof of the limiting distribution of the test statistics, we will exploit the fact that the data x =vec(X) and the noise z=vec(Z) are inde-

pendent. Write fori=1,...r, j=1,..,¢,z. = > 12j,2j = Y i_1Zj, Z. = Y1 ;_1Zj, and observe that
n3z; ~N(0,62),n"3z; ~N(0,c6?),n"#z; ~ N(O,ro?), (A1)
and

n3z.~ N(O,rce?).
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We next list some classical results on the multinomially distributed random matrix X and its associated y2-statistic. Note that for V= X1./n and

#?=xT 1, /n, the central limit theorem gives

vn (7%<1> —2l) =N, (O,D,,m —2 (@) ") and (A2)
\/ﬁ(;,(m ,,,<2>) =N, (o, D, — 2 (2?) T ) (A3)
as n— oo. In particular, fori=1,...,r,j=1,...,c,
~(1) _ (1) 0,(n% d ~(2) _ _(2) 0O, (n% AL
e p(n )an % =n?+ p(n ) (A4)

The following result is excerpted from the proof of Theorem 14.8-4 of Bishop et al. (2007).
Lemma 1 Bishop et al. (2007). For p=x/n and z=z? @zl \/ﬁD;%(fJ —#) =Ny (0,Da) as n—oo, where

_ _1
Doa=lc—vaya —AATA) 'AT . Here, A—D;2V, and V is the rc x (r+c—2) matrix consisting of partial derivatives of & with
respect to n(i), i=1,..,r—1and n'j(2>,j: 1,...,c—1, and is expressed as

i
V= {,,(2) ® <"*1 ) ('H ) ®”<1>}
_1111 ' _1c—21 ’

as defined in Theorem 3.

To further simplify, we collect the terms with order O,(1) and O, (nf%> and use the O, notation for the terms smaller than n~3. For this pur-

pose, the results of (A1) and (A4) are extensively used in the following calculation. The cross-product term rewrites to

(ﬁ:<1) + n*lz,:) (iz}z) + n*lz,j> =+ (n,-(l) +0p (nf%) ) n~tzj+n1z (7[]-(2) +0p (nf%)) +0,(n71),

i

. ) (A5)
= A+ )nflz.j+n*12,~.ni< 40, (n7Y),
and the ‘error term’ becomes
n 1
— = —1-n'z.40,(nY). Ab
n+z. 1+n1z. nz.40,(n") (A6)
Moreover, we can write
#inlz. = (m;+0,, (n’%>)n’1z.. =min~*z.+0p(n71). (A7)

Proof. Note that

where
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Utilizing the expansion #)2: 1—2x+0(x?) and (A5)-(A7),

(1+4x;

We have

where

In addition, by (A8),

From (A9),

where wé = /n(p — #) +n"22" + O, (n~

andn 32" ~ N(0,zY,) where

and A1-A4 are defined as

A =+ a'n 240" 1z0?) — 2mn~1z. 40, (n7Y).

U . . N 1A _
by — iy = (Py— ) +n"'2j +0p(n7"),

(1)

; Z_jJrﬂ'(z)

57
Zj=zj+n 72— 2mz.,

ﬁ',l]" =mjj+ Op (n’%) .

_ (\/ﬁ(ﬁii*fnj)Jrn*%ilf;Jrop (nf%))z
) ; ﬂij+0p(n—%)
—weT (D;i +0, (nf%) )WS

7). One can check that

7" = ((l. = Dy Jo) ® (I — Dy Jy) + (Dyiz Jo) @ (D dr) )0 22,

3V =AM @A+ AR AL AL @A +A3 @A) T,

Ay =(lc—D,2Jc),
A= (I, =D, Jy),
Az =D, ),

Ay =Dy ;.

Thus, together with Lemma 1, as h — o,

where

D;Y2WC = N (0,2y),

Su=le—Vaya —AATA) AT 4D, ¥25Y D12,

Wl LEY 15of 18

(A8)

(A10)

(A11)

(A12)

(A13)

(A14)

(A15)
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So, we have
rc
){ﬁ (U) = Zﬂ,‘(ZU)Z?.
i-1 O
Proof. Now,
2
(uj — )
=2
XG( ) Z nﬁ_g
¥] U]
where
| z.
A6 — 71 ,LL =70 -1, (A16)
r nr
172 -1 z.
~(2)G _ ~(2) c ~(2) _ 2
P4 c 1.=7 nclc and (A17)
% =a?°eale.
From (A16) and (A17),
.G _ ~(1)GA(2)G
i :”i() ,-()
z z
B
nr nc
z
= (ﬁ§1> +n71z f—") (A,a) +n71z; —;)
nc
z ZN\zZ
= <ﬁ'i(1) +n71z 7—> A].(Z) + (2" +n1z, 74) nlz;— (iri(i) +n71z 74) =
nr nr/ nc
z z z z 7.z
= (izf” 7D 41z, 42 —;ﬁ@) + (ﬁ@n*lz,} +n~tzn1z; —4n’1z_j) - (ﬁ?1)4+n’1z;_4—4;)
L J nr’ ! nr " nc nc nrnc
=#j+nz AJ@ —(nr) 1z, Aj(z) +28 12,4022 —n"2r 1z z;— (nc)'4Yz —n"2c1zz +n2(rc) 22
r C
=j+n "tz —r? Zz,-_)irj(Z) +nYz;—c? ZZ_,»)izfl) +n2zz;—n"2r "tz z;—n2czz. +n"2(rc) "2
i-1 =
3\ A(2) A
=gj+n Nz —r ' z)5m" 0tz Y z)a +0p(n )
i-1 =1
-1 _ZA(l) -1 ,_742) 0,(n-1
Zj+n" Nz =) +n"H(z — L) +Op(n7Y),
where Z = % =Z. From (A4), we have

#y +n"Yz;—r2)a" +n7 1z - Z)a? +Op(nY)
— i tn iz =r2) (s + 0p(nH) +n 2z —c2) (57 + 0p(nH) + Op(n )

2 40p(nY).

—aj+n(z;—rZ)nY +n1(z - cZ)n;

Now,
n~luy— 45 = py+nlz;— (n, +n Yz —1Z)n +nY(z - Z)x” +o,,(n*1))
= (ﬁ'} —IAEU) +n‘1 (Z,’j —Zvjﬂ;i) —Z,'.ﬂ'j(z) +r77r§1) +CZIE;2)> + O,,(n‘l)
= (pj— ) + n’lifj"c +0,(n7?),
where

zer

A,»}-’ =z;— IZ,»(1>Z_J' — 71:;2)2;. + rn§1>7+ c;zj(Z)Z
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Then,
u—na®=n(p—#)+n12"°+0,(n?)),
where
n,G (1) T 1 (2) T 1
Zﬂ = (Ic - Dn<2JJc) ® (lr - D,,,-(l)Jr) - (D,,,-\Z)Jc) ® (D,,u)J,) + (15 7 )1rc z+ (” ® 1Y)1rc F z
So,
2
(uj —nz%)
AU =y ——
ij n;r;j

=) " (D;*+0p(n?) )ws,

G +Op(n*%). Thus, together with Lemma 1, as n — oo,

where wé = /n((p — ) +n~1z"
1
Dz*W§ = N (0,25),
where
1
2

So=le—vavz —AATAAT +D;75C D,

26 =P A1 @A; — Az QAL +As +AG)[AL @Ay — A @Ay +As +Ag] . (A18)

A1-A4 are defined in (A12)-(A15), and

As=(1.oxV)1] (A19)
Ac=(1,0a9)1]r L (A20)
Thus,
rc
1e(U)=> Ji(Z6)Z}.
i=1 O

A0.3 | Details of =V, and ¢,

The expansions of Zgﬂ (A11) and ZUGJ, (A18) in Appendix A.0.2 share common terms which facilitate the computation of the covariance matrices.
Let A;-A¢ be from (A12)-(A15) and (A19) and (A20). We have (A® B)(C® D) = (AC) ® (BD) and (A® B) T=AT@B".

1. Zg” in (A11) can be expressed as

35U =6?[(lc =Dy de) @ (I — Dy Jr) + (Dyn Jc) @ (D )]
[(le = Do Je) ® (k- = Dy J;) + (Dgiz Je) @ (D Jp)]
=o2[A1 @A+ A3 R AL[AL DA+ A3 DAL T
—0?[(A1 0 Ag) (AL @A) T+ (A @A) (Aa@As) | +(As @A) (A10 A7) +(As 2 Al)(Ag @A) |
= Zont o[ (Ar @A) (A3 @A) T+ (A2 Ag) (A1 @A) | + (g @A) (A @A) |
=Zoa 02 [(AAT ) ® (AA) ) + (AA] ) @ (AsAy ) + (AsA3 ) ® (AuA, )],

where 2, = 62(A1 @ A2) (A1 @A) T =62 (A1A] ) ® (A2A; ).
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2. xY_in (A18) can be expressed as

26, =0?[(l = Dp2Je) @ (I = Dy Jr) = Dy e @ Dy dr + (Le @ a1, [ ¢t
+(1, @21, r [l — Dy Je) @ (I — Dy Jr) — Do Je @ Dy
+(lewa)1! e+ (L o)1 1]’
=02[A; @A —As DAL+ As +Ag][A1 9 A — Az @ Ag+As +Ag]
=3,
+02[(AsAy ) ® (AsAS ) — (A1A] ) @ (AA) ) — (AzA] ) ® (A4A, )

+As(A] QA ) +As(A] @A) ) —As(AS ®A) ) —As(A ®A))
+(A1RADAS] — (A3 @ADA] + (A1 @A)A] —(Az2AA,[
+AsA] +AAS +ASAS +AAS .

A.04 | Proof of Theorem 4

Let the 2x 2 table be perturbed and vectorized as u=x+z, where x = (x12,X21,X11 +X22) ~ Mult(n,z), z= (212,221,211 +Z22), z,»j~N(0,a§) for
i=1,2 and j=1,2. Based on the limiting distribution of the multinomial random variables, we have

) 100
Y N(0,50+%2C), whereC= [0 1 0.
vn n
002
Under the null hypothesis that x1, = x>1 = nz, the private test statistic t, is defined as
b'u Uip—Uz1  Uip—Un

th(u)=

b7 (154030 V20miF257 /n* +207
where b= (1, — 1,0). We have t, = N(0,1) since

T 2 2
b ”:>N<o,bT <20+ﬁc>b> :N<0,2n1+20”>.
Vvn n n
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